Abstract-NOTICE is a secure privacy-aware architecture for the automatic detection of traffic events and for the dissemination of related traffic advisories. NOTICE uses belts of piezoelectric elements embedded in the roadways to detect passing vehicles and to initiate meaningful interaction with them. NOTICE learns about traffic conditions by collecting data from passing vehicles and as a rule, these data are highly correlated. Thus, to detect a traffic-related event, there is no need to aggregate data from all passing vehicles, particularly in dense traffic. The main contribution of this paper is to investigate probabilistic data collection from a passing car with some application-dependent handshake probability p. We analyze various parameters of such data collection and reveal their impact on the time it takes NOTICE to detect a traffic-related event. Indeed, observe that p and the flow intensity directly impact the expected time between consecutive cars that interact with a given belt and, consequently, the time it takes to collect sufficient data to ensure a meaningful data aggregation. In turn, this gives us a handle on the expected time it takes NOTICE to detect traffic-related events. There is an obvious tradeoff here: To save energy, a belt may decide to collect and aggregate data from fewer cars. In turn, this increases the time it takes to detect a traffic-related event. Extensive simulations using traces of real traffic and simulated data have confirmed the accuracy of our analytical predictions.
introduced NOTICE, a secure and privacy-aware architecture for the automatic detection of traffic-related incidents, ranging from potholes, to lane occlusions, to congestion and other similar events. NOTICE uses belts of piezoelectric elements embedded in the highways to detect variations in the characteristics of traffic flow. By judiciously aggregating the data collected by the belts, NOTICE infers the presence of various traffic events. Once detected, information about these events is uploaded onto the passing vehicles, alerting the drivers. NOTICE was the first architecture that showed the feasibility of privacy-aware data aggregation from passing cars.
One of the defining novelties of NOTICE is that the decision about traffic-related information dissemination should rest with the infrastructure and not with individual drivers, who may have incomplete or incorrect information [2] , [3] .
Instead of relying on vulnerable roadside infrastructure, the NOTICE architecture uses belts embedded in the roadway at regular intervals, e.g., every mile or so. Each belt consists of a collection of piezoelectric elements, a simple aggregation engine, and a few small transceivers. For robustness and fault tolerance, in addition to the energy generated by the passing vehicles impinging on the piezoelectric elements in the belts, roadside solar panels of the type currently-used on US highways are available to supplement the energy needs of the belts, making the NOTICE architecture energetically self-sufficient. Yan et al. [1] argued that belts are less expensive to install and maintain than inductive loop detectors, in widespread use in the US today, even without the expensive optical fiber needed to interconnect the loop detectors. The piezoelectric elements in each belt close a circuit every single time the front wheels of a vehicle reach the belt, thus allowing every message to be associated with a physical vehicle passing over the belt. Thus, no one vehicle can pretend to be multiple vehicles and there is no need for an ID to be assigned to vehicles. There are three immediate benefits of using belts over roadside infrastructure. First, the belts are far less prone to tampering; second, they are better placed to detect passing vehicles and to interact with them in a simple, secure and privacy-preserving fashion; and, third, a recent prototype [4] has confirmed that suitably encased belts are more robust, more reliable and longer-lived than the currently used inductive loop detectors.
By using their piezoelectric elements the belts detect passing vehicles and initiate meaningful interaction with them. Passing vehicles exchange data with the belt. They drop off messages originating with the vehicle and/or encrypted messages uploaded by the previous belt.
For the purpose of communicating with the belts, the car has two low-range radios that operate at low power as shown in Fig. 1 . The front radio, placed just behind the front axle, is essential to ensuring successful handshaking between the belt and a passing vehicle. In order to prevent eavesdropping, the front radio, #1, has a very short communication range r 1 of less than 1 m. As illustrated in Fig. 1 , the rear radio, #2, is placed in a tamper-proof box at the rear of the vehicle and has a transmission range r 2 of about 3 m. This radio is intended for vehicle-to-belt data communication. The communication between a belt and a passing vehicle is a two-stage process as described below.
Handshaking: Once the belt has detected the front wheels of a passing vehicle, the first phase of communication begins. In this first stage, that we refer to as handshaking, the #1 radio transceiver in the belt sends on a standard control channel, at very low power, a short HELLO beacon containing the ID of the belt, as well as handshaking information. This information includes a frequency channel λ on which data is to be exchanged, along with a one-time session key Π (a key which is valid only in a single conversation) used for authentication and valid only for the duration of the communication session between the belt and the passing vehicle. In order to successfully complete the handshaking with the belt, the vehicle's front radio must respond with an ACK before it gets out of range. Due to the very short communication range r 1 of the front transmitter, the vehicle has a rather limited time t h to send an ACK. If the belt does not receive an ACK, no further attempt to communicate with the vehicle is undertaken.
Data Exchange: On the other hand, if the ACK was received by the belt, the handshake was successful and the second communication stage, that we call data exchange begins. During the second stage, a wireless radio link is established between the belt and the #2 transceiver in the vehicle and the vehicle proceeds to exchange data (encrypted with the session key Π) with the belt. Specifically, the belt will send on channel λ a query that prompts the vehicle to drop off the encrypted message (if any) uploaded at the previous belt and to report relevant traffic-related data collected by the vehicle since it passed the previous belt. Next, if there is relevant traffic-related information, the belt will upload this information to the vehicle. The belt may also upload a message destined for the next belt downstream. As discussed in [1] , this message is duly encrypted with the time-varying symmetric key of these two belts. The message and will be dropped off with the next belt at the appropriate time. Importantly, the vehicle cannot decode the message destined for the next belt since it does not know the symmetric key between the two belts.
The very short-range radio transmission used in the belt to vehicle communication is deliberate. It renders the communication strictly local and, therefore, reduces the chances of eavesdropping by malicious entities positioned by the roadside. It is worth noting that the belt to vehicle and vehicle to belt data exchanges discussed above are perfectly anonymous and do not interfere with vehicle or driver privacy.
Indeed, as mentioned, NOTICE associates every message with a physical vehicle passing over the belt. We note that a given vehicle cannot interact with a belt more than once in a reasonable time interval and, consequently, impersonation and Sybil attacks are difficult to perpetrate. In addition, because messages carried by vehicles between belts are encrypted, these messages are secure. Quite recently, El-Tawab et al. [5] , [6] have studied the physical-layer requirements of data exchange in NOTICE. They have studied the probabilities of establishing the wireless link and of successfully exchanging information between a belt and a passing vehicle. They have derived analytical expressions for these probabilities as functions of several parameters such as the time available for handshaking/information exchange, average speed of the vehicle, data rate and amount of information to be exchanged between the vehicle and belt. The results in [6] indicate that inexpensive short-range ZigBee radios are good candidates for implementing the physical layer of NOTICE.
A. Challenges, Approaches and our Contributions
As already mentioned, NOTICE learns about traffic conditions by collecting and aggregating traffic-related data from passing cars and, especially in dense traffic, this data is highly correlated. Thus, in dense traffic, there is no need to collect and aggregate data from all passing cars. Thus, it makes sense to collect traffic-related data from only a subset of the passing cars. This approach saves computation and, of course, battery power.
Instead of collecting data from each passing car, the belt collects and aggregates data from a passing car with a certain probability. The main contribution of this work is to analyze various parameters of probabilistic data collection and aggregation and to reveal their impact on the time it takes NOTICE to detect a traffic-related event. There is an obvious trade-off here: to save energy, a belt may decide to aggregate data from fewer cars. In turn, this increases the time it takes to detect a traffic-related event. Extensive simulations using traces of real traffic and simulated data have confirmed the accuracy of our analytical predictions.
The remainder of this paper is organized as follows: In Section II, a brief review of the NOTICE literature is offered. Section III discusses the expected time headway between two consecutive cars that contribute to aggregation. Section IV discusses the implementation of probabilistic data collection, followed, in Section V, by an algorithm to determine the probability p of collecting data from a given car. Section VII presents our simulation results using real traffic traces [7] and simulated data.
II. A REVIEW OF THE RECENT LITERATURE
The main goal of this section is to offer a brief survey of recent work in traffic monitoring and event detection. When it comes to detecting anomalies in the traffic flow, three major approaches are widely used. The first such approach is based on using legacy infrastructure including inductive loop detectors (ILD), cameras, infrared sensors and the like [8] , [9] . This approach has been around for more than 40 years and, consequently, will not be surveyed here. Instead, we turn our attention to two modern approaches. The key underlying idea of these approaches is to involve, in one form or another, data collected from the vehicles participating in the traffic. These cars provide input that can be harvested by various entities and at various time scales [10] , [11] . There are two ways to harvest traffic data from the cars: first, one can use V2V communications to collect and perhaps aggregate data which is then uploaded to one or several collection points [12] , [13] . As we pointed out in Section I, one of the major problems with V2V communications is security and privacy. This sort of wireless communication is subject to a host of well known malicious attacks that are next to impossible to prevent [14] , [15] .
The second approach is for individual cars to communicated directly with some instance of roadside infrastructure (i.e., V2I communications) [16] , [17] . While the one-hop V2I communication regimen has advantages over V2V, this approach has the drawback of requiring potentially expensive roadside infrastructure to be pre-deployed. NOTICE itself uses predeployed piezoelectric belts, but they are lightweight costing less than the ubiquitous and pervasively deployed ILDs.
Turning to V2V-based approaches, Thajchayapong and Barria [18] have looked at the specific problem of detecting lane occlusions using relative speed and lane change trajectories using a microscopic traffic simulation environment. However, unlike NOTICE, their approach relies on vehicle-to-vehicle (V2V) communication and is not concerned with security and privacy. Later, Barria and Thajchayapong [2] proposed a simulationbased approach to detect and classify traffic anomalies. Their approach is interesting and different from NOTICE. Also, they are not concerned with information security and driver privacy. Quite recently, Thajchayapong et al. [3] proposed a distributed approach to detecting traffic anomalies using microscopic traffic variables. Their approach relies on V2V communications, which are known to be inherently insecure being prone to an entire panoply of malicious attacks.
Using V2I communications, in conjunction with on-board cameras, Akhlaq et al. [19] have proposed a V2I-based system to provide driver assistance including alerting the drivers to congestion. The major disadvantage of their approach is the requirement for powerful roadside stations and also the assumption that cars are instrumented with a set of cameras and other image sensors. The idea of using image processing techniques was also present in Olariu et al. [20] . Millanes et al. [21] proposed a V2I-based traffic management system that they call AUTOPIA. The workhorse of their system is a fuzzylogic based inference engine. Security and privacy were not addressed in [21] . Junior et al. have proposed a decentralized traffic monitoring system that they call DTraMS [22] . As in NOTICE, in DTraMS the vehicles serve as data mules to carry traffic-related information around. Unlike NOTICE, their approach relies on expensive roadside infrastructure and is not concerned with security and privacy issues.
Quite recently, Sha-Mohammad et al. [23] have proposed a V2I-based system inspired by NOTICE. Their system relies on roadside units (RSU) spaced about one mile from each other and connected by radio links. The RSUs have powerful antenna arrays that enable them to communicate with the vehicles in their vicinity. The RSUs communicate with passing cars using IEEE 802.11 communications. The authors of [23] have not described their system in full detail focusing, instead, on RSUto-vehicle communication.
The very recent survey article of Zhang et al. [24] discusses approaches for abnormal traffic detection and disseminating mechanisms in detail. In [25] a new paradigm shift is discussed that is poised to revolutionize data collection and processing for traffic-related data collection and processing.
III. DETERMINING THE EXPECTED TIME BETWEEN TWO CONSECUTIVE SUCCESSFUL CARS
A car passing over the belt is said to be successful if it has successfully handshaken with the belt. Of great practical interest is to be able to determine the expected time between consecutive successful cars. Indeed, observe that if we know the expected time between consecutive successful cars, then we can determine the time it takes to collect sufficient data from passing cars to ensure a meaningful data aggregation. In turn, this gives us a handle on the expected time it takes to detect traffic-related events.
Consider an arbitrary belt in NOTICE and let X 1 , X 2 , . . . be the inter-arrival times of cars passing over the belt. We assume that X 1 , X 2 , . . . , (with X 1 beginning at t = 0) are independent, identically distributed (iid) random variables with distribution function F . For a given t ≥ 0, we let N (t) denote the number of cars that have passed the belt up to time t. It is clear that {N (t)|t ≥ 0} is a renewal process.
Assume that, as illustrated in Fig. 2 , the car passing over the belt at time t = 0 interacts 1 with the belt for Y 1 time. During this interaction time, the belt will not initiate contacts with any other passing cars. Thus, cars that tailgate too closely may not have a chance to interact with the belt at all.
Once the data interaction terminates, the belt become available to handshake with other passing cars. However, the next passing car may not handshake successfully with the belt and, consequently, may not interact with it. The next successful car is the first car arriving after Y 1 that successfully handshakes with the belt. Referring to Fig. 2 , let Z 1 be the elapsed time until the next car that successfully handshakes with the belt.
In turn, this car will interact with the belt for Y 2 time. Let Z 2 be the elapsed time between the arrival of this car and the arrival of the next car that successfully handshakes with the belt, and so on. Since the process probabilistically starts afresh with each successful handshake, the stochastic process {Z k } is also a renewal process. Of interest are the expectations E[Z k ] for k = 1, 2, . . .. In fact, it suffices to evaluate E[Z 1 ], since it is well known [26] that all the Z k s have the same expectation.
We feel it is appropriate at this point to take a closer look at Z 1 in order to clarify the notation and to identify several additional random variables that are relevant to our analysis. Referring to Fig. 3 , we let is successful, then K = 0. We note that K is independent of the car inter-arrival times; • p denote the probability of a successful handshake between a passing car and the belt, assuming that the belt is free (i.e. is not interacting with a car).
It is obvious that Z 1 has the distribution of S N (Y 1 )+1 + KX 1 and, consequently, the expectation E[Z 1 ] of Z 1 can be written as
It is easy to see that for all k, (k ≥ 0)
Indeed, if k = 0 then the next successful car arrives at
Since each car has a probability p of successfully handshaking with the belt, independently of other cars, it is clear that K has a geometric distribution with success probability p and so
On the other hand, recall that
By a fundamental result in renewal theory
where
Here, M (t) is the renewal function of the renewal process {N (t)|t ≥ 0}, while F n (t) is the nth-fold convolution of the distribution function F (t) with itself.
Moreover, it is known (see, [26] , for example) that M (t) satisfies the following integral equation known as the renewal equation:
Upon replacing (2)-(4) back into (1) we obtain
Equation (5) [26] pp. 363-365) tells us that
.
It follows that for large values of t, we can approximate M (t)/t by 1/E[X 1 ]. With this in mind, we can write
Finally, upon substituting (6) back into equation (5) we obtain
Our extensive simulations of several typical scenarios have shown that the approximation obtained in (7) is very accurate. These typical scenarios are:
For a trivial case, when Y is a constant c, E[Z
Similarly, in the trivial case when
In fact, Smilowitz et al. [27] have pointed out that the latter scenario is the closest to real world situations among all the scenarios mentioned above. With this in mind, in Sections V and VI we adopt this as our basic scenario.
IV. PROBABILISTIC DATA COLLECTION AND AGGREGATION
Recall that, as observed before, once we know the expected time between consecutive successful cars, we can determine the time it takes to collect sufficient data from passing cars to ensure a meaningful aggregation. In turn, this gives us a handle on the expected time it takes NOTICE to discover traffic-related events.
Assume, as in [2] and [6] , that the data collected by k cars leads to a meaningful aggregation with probability 1 − α k for some application-dependent α with 0 < α < 1.
Let A n be the event that, under the assumptions above, n passing cars suffice for meaningful aggregation. Let H be the random variable that keeps track of the number of cars that have contributed traffic-related data among the n passing cars. El-Tawab et al. [6] have shown that
Let θ be a target value for Pr[A n ]. The expression of Pr[A n ] in (11) was used in [6] to determine a lower bound on the number n of passing cars that are necessary for a meaningful aggregation that matches of exceeds target θ. El-Tawab et al. [6] have shown that
For example, assuming a target θ = 0.95, an applicationdependent α = 0.85 and a probability of successfully handshake of p = 0.4, equation (12) yields
Thus, in the example above, it takes 49 cars to obtain, with probability at least 95%, a meaningful aggregation.
V. TO HANDSHAKE OR NOT TO HANDSHAKE
Assume that it is desired to detect a certain traffic-related event within an application-specific time interval Δ. In order to save energy, the belt does not want to handshake with every car in the traffic stream. What is the smallest value of p that makes the event detection within the target Δ possible?
To answer this question, assume that in order to obtain a meaningful aggregation, data has to be collected from n passing cars, with n determined by equation (12) . Therefore, in order to detect the event within the deadline Δ, we must insist that
By using (7) and (13), combined, we obtain the inequality
From (14) one can determine by numerical methods the smallest value of p that makes the detection of the event within the desired deadline feasible. However, solving a complicated equation by numerical methods requires a sophisticated computing environment that the belt may not have. With this in mind, rather than using numerical methods to solve for p in (14), we shall obtain an approximation of p.
After a bit of algebra, we obtain the following equivalent version of (14):
which, in turn, leads to Upon taking logarithms and replacing E[Z 1 ] by its value from (7) we obtain
A bit of algebra allows us to rewrite (15) in the equivalent form
To summarize, we have obtained a quadratic equation in p that allows the determination of the smallest feasible value of p. Solving this quadratic equation is computationally far less demanding than solving numerically for p in (14) . Our simulation results have shown that the approximation of p obtained by solving the quadratic equation above is very close to the value obtained by solving (14) .
For an example of determining p, refer to Fig. 4 . Assume that
.5806 as in Section VII. The figure shows that given a target Δ of 120 seconds, the handshake probability must be about 79%. However, if the target Δ is 300 seconds, the handshake probability must be around 49.57%. For a value of Δ of 900 seconds, p should be around 28.44%, and so on.
VI. HOW GOOD ARE OUR ESTIMATES?
Up to this point, we have evaluated the probability p of interaction between a car and a belt by using the expression of the expected time between consecutive successful cars. It is of great theoretical and practical interest to evaluate the goodness of this evaluation.
For this purpose, we compute the probability that n passing cars will result in r successful interactions (and, of course data exchanges), given that the interaction probability is p, as determined in Section V.
Let N be the random variable that counts the number of passing cars that result in r interactions. It is clear that for n ≥ 1
The next question of interest is to find the expected number of cars that need to pass the belt to ensure r successful handshakes. In other words, we need to compute E[N ]
To see how accurate our predictions are, we need to compare the total time headway between the N cars and compare it with rE[Z 1 ], with E[Z 1 ] computed in (7). On the one hand, by (17) 
Referring, again, to the numerical example at the end of Sections IV and V, we see that the relative difference between the two estimates computed above is 49 × 0.224 s which evaluates to 10.976 seconds. This difference arises from the fact that the estimate in this section ignores the total interaction time, rE[Y 1 ], between the belt and the cars.
VII. SIMULATION RESULTS
It is well known that the traffic flow is time-dependent: during rush hour, the number of vehicles passing a given belt is high, while during the wee hours of the morning traffic is sparse. This periodic phenomenon can be modeled by a time-dependent non-homogeneous Poisson process. However, for reasonable short time windows (a few hours) traffic can be modeled by a homogeneous Poisson process of constant intensity λ. Due to the lack of deployment of piezoelectric elements embedded in the highways, we developed a program to simulate the belt-to-vehicle communication, then fed this simulator with real data traces collected on the San Pablo Dam Road [27] , and produced simulated results for further analysis. However, the number of data entries in each of the files of this data set is around 2500 items. This is not sufficient for some statistical patterns to show up, so we also provided data sets generated by a pseudo-random number generator of corresponding distributions for a comparison.
San Pablo Dam Road is a two-lane rural roadway with a posted speed limit of 50 mph and traffic lights at two ends. Eight observers along the road stationed with nearly geometrical series distributed distances started from the traffic light at the intersection of San Pablo Dam Road and Wildcat Canyon Road, in the following text, we call this traffic light as Wildcat traffic light. They collected the time when a vehicle passed by them. The time accuracy is 100-th of a second. Sixteen sets of observations were collected on two work days, both from 6:45 a.m. to 9:00 a.m. Each set of data is roughly 2500 data points, x_A (x = 1..8) for the first day data sets, x_B (x = 1..8) for the second day data sets. By taking the difference between two consecutive time points, we obtain the inter-arrival times for each data set. All of these were fed into our belt-to-vehicle communication simulator to verify our theoretical predictions of the scenarios discussed in Section III.
In the morning, from 6:45 am to 9:00 am, it is local rush hour on both Tuesday and Thursday-the data-collection days. The sixteen groups of data show that the average vehicle interarrival time is roughly 3.5 s, which means about 17 vehicles passing by every minute. The data collected by observer 1, which is 4 miles away from the Wildcat traffic light, its distribution can be fitted by exponential distribution fairly well, shown in Fig. 5(a) , this means a relatively steady traffic flow as the normal case on highway. However, the data collected by observer 8 who is 246 feet away from the downtown traffic light, the traffic flow is affected by the traffic light obviously, its distribution cannot be fitted by exponential distribution well, shown in Fig. 5(b) . In both figures, long tails are trimmed for clear visualization. We have verified the first scenario discussed in Section III using data generated by pseudo-random generators with corresponding distributions; the simulated results are shown in The simulated results of Scenario 2 is plotted in Fig. 7 ; Scenario 3 is plotted in Fig. 8 .
In both scenarios, our simulation results fit the theoretical predictions very well. However, equation (7) is an approximation, so there are small discrepancies. However, our approximation is very good such that the difference between E[
Next, we verified the last two scenarios in Section III with data sets 1_A and 8_A. Their mean inter-arrival times are 3.5806 s and 3.3792 s correspondingly. The theoretical results are based on these statistical parameters. In both scenarios, our simulation results fit the theoretical predictions fairly well, even for data set 8_A. For the second scenario in Section III, we have taken Y uniformly distributed in the interval (0.186 s, 0.280 s), corresponding to a range of car speeds between 40 mph and 60 mph, which is a reasonable range given the 50 mph speed limit. The results of our simulations for this scenario are shown in Fig. 9 (a) and (b) fed with data sets 1_A and 8_A correspondingly.
For the third scenario in Section III, we have taken Y to be exponential distribution with parameter 4.464 s −1 , or mean vehicle-to-belt communication time of 0.224 s, corresponding to an average speed of 50 mph. The results of our simulations in for this scenario are shown in Fig. 9 (c) and (d) fed with data sets 1_A and 8_A correspondingly.
Finally, we simulated the theoretical prediction in Section VI for Scenario 3; the simulated results are shown in Fig. 10 , and they showed that the simulation results fit the theoretical predictions very well, especially when simulated 1 000 000 times, shown in Fig. 10(b) , the maximum difference between the theoretical predictions and simulated results are less than 0.05 s. The reason for the relatively large difference in Fig. 10(a) is that the simulation length is only 1000 items of Z, so the number of N is i only 1000/(49/0.1) ≈ 2 for p = 0.1 and 20 for p = 1.0. However, the trend to accuracy is obvious, which is visible in Fig. 10(b) . 
VIII. CONCLUDING REMARKS AND DIRECTIONS FOR FUTURE WORK
Recently, Yan et al. proposed NOTICE, a secure and privacypreserving architecture for the automatic detection of traffic incidents and the dissemination of related traffic advisories. One of the defining novelties of NOTICE was that the decision about traffic-related information dissemination should rest with the infrastructure and not with individual drivers, who may have incomplete or incorrect information.
Instead of relying on vulnerable V2V communications, the NOTICE architecture uses belts embedded in the roadway. Each belt consists of piezoelectric elements, a simple aggregation engine, and a few small transceivers. NOTICE uses the belts to learn about traffic conditions by collecting data from passing cars. Under most traffic conditions, the data collected by cars is highly correlated. As a result, there is no need to collect data from all passing cars, and one of the important issues we investigated in this work was probabilistic data collection where instead of collecting traffic-related data from all passing cars, the belt flips a coin and only collects data from a passing car with some application-dependent probability.
Our main contribution was to analyze various parameters of probabilistic data collection in the NOTICE architecture and to reveal how they impact data aggregation and the time to detect a traffic-related event. Our simulations using real traffic traces have confirmed the accuracy of our theoretical predictions.
A number of problems remain open. For example, it is of great theoretical interest to obtain a better approximation of the expected time between two consecutive successful cars. In this paper we have used a renewal-theoretic approach. We are looking at other possible approaches to solve this problem. The key goals are accuracy and ease of computation since the belts have limited compute power.
